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Berkeley PhD dropout.

Left to work at HP Labs.
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ORDER,2012-05-21T14:04:12.484,10098213,569281734,67.17.10.12,43CD1A7B8322,5A-2100

May 21 14:04:12.996 wl-01.acme.com Order 569281734 failed for customer 10098213.
Exception follows: weblogic.jdbc.extensions.ConnectionDeadSQLException:
weblogic.common.resourcepool.ResourceDeadException: Could not create pool connection. The
DBMS driver exception was: [BEA][Oracle JDBC Driver]Error establishing socket to host and port:
ACMEDB-01:1521. Reason: Connection refused

05/21 16:33:11.238 [CONNEVENT] Ext 1207130 (0192033): Event 20111, CTI Num:ServID:Type
0:19:9, App 0, ANI T79984#1, DNIS 5555685981, SerID 40489a07-7f6e-4251-801a-
13ae51a6d092, Trunk T451.16

05/21 16:33:11.242 [SCREENPOPEVENT] SerID 40489a07-7f6e-4251-801a-13ae51a6d092
CUSTID 10098213

05/21 16:37:49.732 [DISCEVENT] SerID 40489a07-7f6e-4251-801a-13ae51a6d092

{actor:{displayName:"Go Boys!!" followersCount:1366,friendsCount:789,link:
"http://dallascowboys.com/",location:{displayName:"Dallas, TX",objectType:"place"},
objectType:"person”,preferredUsername:"B0ysF@n80",statusesCount:6072},body:"Just bought
this POS device from @ACME. Doesn't work! Called, gave up on waiting for them to answer! RT if
you hate @ACME!"",objectType:"activity”,postedTime:"2012-05-21T16:39:40.647-0600"}



sourcesVlachine Data Contains Critical Insights

Customer ID Order ID Product ID

Order Processing 569281734 10098213

Q Order ID Customer ID

Middleware
Error
Time Waiting On Hold
J, 16:33:

Care IVR CUSTID 10098213

16:37:

{actor:{displayName:"Go Boys! !",foIIoWé:«Cmmf' 1366, friendsCount: 789, link:

"http://dallascowboys.com/" location: {dis TWitte ID IDajlas, TX" objectType CUstomer's Tweet

objectType:"person” preferredUsername:"BOysF@n80" statusesCount:6072},body: "Just bought

this POS device from @ACME. Doesn't work! Called, gave up on waiting for them to answer! RT if
Twitter you hate @ACME!!" objectType: "activity” postedTime:"2012-05-21T16:39:40.647-0600"}
Company’s Twitter ID




Splunk Enterprise with Hadoop
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Agent-less Data Input

Data into Splunk

gent-less Approach for Flexibility

Local File Monitoring

log filesconfig files
dumps and trace files
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Pipelines/Processors
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Index Processor

IDX 3

IDX 2

IDX 1
Source/Sourcetype/Host Metadata

1source::/my/log 100 | et | It it

2 source: : /blah 150 | et | It it

TSIDX

* data

* tsidx B -
rawdata apple| beer |coke| LEXICON

cream ice | java

hot_v1_101 apple_)b' _)U _)U _)U 3 POSTING

(B ENEIN

beer _)U > _)'

db_lt_et_101 .

Cold Path

db_It_et_80 | l apple pie and ice cream

is delicious”

“an apple a day keeps
doctor away”

db_It_et_70




... Bucket Lifecycle

[Hot Bucket is Full]

[Too Many Warms]

ﬁ @ @ [Out of Space or Bucket is Old]

S Home Path

$ Cold Path
[Cheaper Storage]

[Explicit User Action]

S Frozen Path
S Thawed Path or Deleted
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Scales to TBs/day and Thousands of Users

Automatic load balancing linearly scales Distributed search and MapReduce linearly
indexing scales search and reporting
»
m

Ofﬂoad search load to Splunk Search Heads

Auto load-balanced forwarding to as many Splunk Indexers as you need to index terabytes/day

Send data from 1000s of servers using any combination of Splunk Forwarders, syslog, WMI,
message queues, or other remote protocols
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Search Model

_time v host v source ¥ sourcetype Y Taw
1279744412 localhost /mnt/scsi/steve splunkd access  127.0.0.1- admin [21/Jul 2010:13:33:31.543] "GET /service

° S p I un k D at a b ASe as q 1l localhost /mnt/scsfsteve splunkd access 127.0.0.1 - admin [21/Jul/2010:13:33:31.412) "GET service

Jscsif
Jscsif
1279744411 localhost /mnt/scsisteve splunkd access  127.0.0.1- admin [21/Jul/2010:13:33:31.392) "GET /service
Jscsif
Jscsif

— Columns = fields, roww s msmis oahost jmssisere plunk e acess 10.5.135-- 2/l 2010:133331] 68T fonLsmodole
) 1279744403 localhost /mnt/scsi/steve:splunkd access  127.0.0.1- admin [21/Jul 2010:13:33:22.579) "GET /service
— No fixed schema

— Unlimited number of rows, can be very sparse

— T T T

— Special ﬁEldSZ_raW, _time, host, source, sourcetype

e search: series of commands with arguments
— implicit search command usually first
— Input/output of every command is a table
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Disk
e

results table

— Search Model Example

Intermediate

Intermediate Final results
results table table
HEN il

NaaYa h'a

sourcetype=syslog ERROR | top user | fields - percent

Fetch events
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. Remove
Summarize
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top 10 users

column
showing
percentage
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Expand
Search:
lookups, tags,
savedsearch,
eventtypes, etc
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Inside Universal Indexing

Type:8 Code:0 ID:47447 Seq:é ECHO
[**] [1:384:5] ICMP PING [**]

[Classification: Misc activity] [Priority: 3] i i > i
05/04-11:51:26.224713 10.2.1.48 -> 10.2.1.222 Automatic event boundary identification

ICMP TTL:64 T0S:@x@ ID:@ IpLen:20 DgmLen:84 DF
Type:8 Code:0 1D:47447 Seq:4 ECHO

[**] [1:408:5] ICMP Echo Reply [**]
[Classification: Misc activity] [Priority: 3]

Automatic timestamp
normalization

Search | Actions +

. Last 16 minutes g
[~ |

o e n a b I e a C C u ra t e S e a rC h i n g a n d ° 2,408 matching events 7 Create alert @ Add to dashboard E Save search | Build report
» Timeline: @) zoomin @ zoomout  Scale: E linear = log 1 bar =1 minute

trending by time across all data:

“0
%0
—_mEEN
100
I E— [
1035 AM

1030 AM
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Inside Search-time Knowledge
Extraction

05/04/09 Automatically discovered fields
11:51:26.224713 [Priori

' o e g e 20 LSS
ICMP TTL:64 0x0 10: c@) es DF

=64 v | bytes_in=84 ~ | category= Misc activity v |
mor id=1~ | name= ICMPPING v | proto= ICMP + | severity=3 v |
signature= 394 ~ | signature rev=5~ | src_ip=102.1.48 ~ | time= 11:51:26 ~

precise searc
on specific fields:

misc activity NOT reply | stats avg(IpLen) by dest_ip Last 60 minutes v
—
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Inside Search-time Knowledge
Extraction

Save Eventtype

Name [#%] [1:408:5] IOW Echo Reply [**]
snort-alert [Classification: Misc activity] [Priority: 3]
05/04-13:31:26.143218 10.2.1.222 -> 10.2.1.48
) ICMP TTL:64 T0S:0x@ 1D:59494 IpLen:2@ DgmLen:84
Search string Type:0 Code:0 ID:47617 Seq:4 ECHO REPLY
T classification: prioriy: eventtypes= dest_whitelist dest-whitelist + src_whitelist src-whilab snort-alert application atfempt
Comcdaianian : iabound dmz-ge. .
b | Nost=virt2 cardholder cardholder-dest cardholder-src pei ~ rce= Ivarflog/snort/alert ~
SUUTSSS — Report on all hosts
Search for this host

[**] [1:384:5] ICMP PING [**]

>

[Classification: Misc activity] [Priority: 3] 129 ost

Tag(s) (optional)

application attempt communicate ids

nowledge sharing and granular access
control.
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Correlate IP addresses with locations, accounts with regions

Integrate External Data

Extend analysis with lookups to external data sources

<TRANSACTION date="2010-01-04 15:57:18,307" activityCode="1010" sequss :
callerID="MAR10043LA" transactionStatus="COMPLETE" result="SUCCE

host=10.34.51.95+ sourcetype=j2eelog v source=/opt/app/splunk_80/splunk/etc/apps/cust_exp/log

logv domain=Atlantav market=Raleigh-Durham v

<TRANSACTION date="2010-01-84 15:57:17,194" activityCode="1010" sequencalumhans=186263963¢ accountNumber="C0T4158884945"
callerID="MAR10619LA" transactionStatus="COMPLETE" result="SUCCE@" host="10.52.60.102
host=10.52.60.102~ sourcetype=j2eelog~ source=/opt/app/splunk_80/splunk/etc/app SUUARETNY

oma#M=Bothell v market=San Francisco v
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Distributed Searching
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Real-time Search

source=/var/log/secure.log "BAD SU" 30 second window  ~
-]
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Real-time Alerting

Create Alert

(@ save Search — @) Set Up Alert — @) Define Actions

Condition i nymber of events |

is greaterthan ¥| | 10

sou rce:”/va r/log/secu re. Iog” ”BAD I Throtling MAgrtmﬂSalen;on'(niggevilagain!m
SU”

Expiration ' fer 24 hours K|

How long ¢ Alert manager keeps a record of each triggered
alert

Severity | pigh B

- -,
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Demo

nttp://socialsplunk.com/

nttp://socialsplunk.com:8081/map

nttps://splunk4dgood-rtv.s3.amazonaws.com/

rtv.png




The 2012 Election

source="twitter_httpstream” romney OR obama

eval text=lower(body) | fields text | rex field=text
max_match=1000 "(?<token>[@a-zA-Z]{5,})"

eval token=mvfilter(NOT match(token, "@.*"))
“clean_tweets

eval candidate=if(searchmatch("*obama* AND
*romney*"), "obama:romney", if(searchmatch("*romney*"),

"romney”, if(searchmatch("*obama*"), "obama", null)))
where NOT isnull(candidate)

makemv delim=":" candidate
top token by candidate limit=50




