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Outline 

•  Distributed systems 
–  Requirements and architectures 

•  Inter-process communications 
–  Socket API and network programming 

•  Networking and Internetworking 
–  Architecture and design 
–  Protocols and standards 



What is a Distributed System? 

•  “You know you have one when the 
crash of a computer you’ve never heard 
of stops you from getting any work 
done.” 
 
-- Leslie Lamport 

•  “A system in which components located 
at networked computers communicate 
and coordinate their actions by passing 
messages” 
 
-- Coulouris, Dollimore and Kindberg, Distributed 
Systems: Concepts and Design, 3rd Edition  
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DS Requirements/Challenges 

•  Heterogeneity à  
Interoperability 

•  Openness 
•  Security 
•  Scalability 
•  Failure Handling 
•  Concurrency 
•  Transparency 

§  Networks 
§  Computer hardware 
§  Operating systems 
§  Programming languages 
§  Implementation by different 

developers 
§  Owners/operators 

§  Published interfaces 
§  Standardized protocols 

§  Confidentiality, Integrity, 
Availability, Authentication, 
Authorization, Accountability 



DS Requirements/Challenges 

•  Heterogeneity à 
Interoperability 

•  Openness 
•  Security 
•  Scalability 
•  Failure Handling 
•  Concurrency 
•  Transparency 

§  Growth in number of users, 
components, nodes, networks, 
messages, etc. 

§  Controlling cost of physical/
software resources; performance 
degradation 

§  Any DS component may fail 
§  How to maximize system 

availability in face of component 
failures? 
§  Detecting failures 
§  Masking failures 
§  Tolerating failures 
§  Recovery from failures 



DS Requirements/Challenges 

•  Heterogeneity à 
Interoperability 

•  Openness 
•  Security 
•  Scalability 
•  Failure Handling 
•  Concurrency 
•  Transparency 

§  Access transparency 
§  Location transparency 
§  Concurrency transparency 
§  Replication transparency 
§  Failure transparency 
§  Mobility transparency 
§  Performance transparency 
§  Scaling transparency 

§  Concurrency control 
(transactions) 



DS Models 

•  Client-server 

•  Peer-to-peer 
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A service provided by multiple 
servers 
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So, where is the Network? 

client server Network 



Network: Routers & Links 
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IPC and Sockets 
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John Chuang 

Inter-Process Communication 

•  Mechanism for processes to communicate and 
to synchronize their actions 
–  Processes may reside on same or different machines 

process p process q

Communication channel

send

Outgoing message buffer Incoming message buffer

receivem

Source: Coulouris, Dollimore and Kindberg 
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IPC 
process p process q

Communication channel

send

Outgoing message buffer Incoming message buffer

receivem

§  IPC facility provides two operations: 
-  send(message) 
-  receive(message) 

§  If P and Q wish to communicate, they need to: 
-  establish a communication link between them 
-  exchange messages via send/receive 

Source: Coulouris, Dollimore and Kindberg 



Synchronization 

•  Processes may want to synchronize 
their actions 
– e.g., process A may want to wait until it 

receives a message from process B 
•  Message passing may be either blocking 

or non-blocking: 
– Blocking is considered synchronous 
– Non-blocking is considered asynchronous 

•  send and receive primitives may be 
either blocking or non-blocking 



How do we Support IPC? 
•  Socket API (application  

programming interface)  
–  allows the abstraction of  

the underlying network 

Client process Server process 

Network 
Cloud 



Sockets 
•  A socket is one endpoint of a two-way 

communication link between two 
programs running on the network 

•  A socket (endpoint) is identified by an 
Internet address and a port number 

message	


agreed port	
any port	
 socket	
socket	


Internet address = 138.37.88.249	
Internet address = 138.37.94.248	

other ports	


client	
 server	


Source: Coulouris, Dollimore and Kindberg 



Sockets 
•  We can support multiple communicating processes on a 

single machine 
•  We can have multiple connections between two machines 

–  Every network connection can be uniquely identified by its two 
endpoints 

•  Since clients initiate connections with server, the server 
address and port must be known to clients in advance 

message	


agreed port	
any port	
 socket	
socket	


Internet address = 138.37.88.249	
Internet address = 138.37.94.248	

other ports	


client	
 server	


Source: Coulouris, Dollimore and Kindberg 



Ports 
•  The port numbers are 16 bits long and are 

divided into three ranges:  
– Well known ports (0-1023) 
– Registered ports (1024-49151) 
– Dynamic and/or private ports (49152 – 65535) 

•  Some “well known ports” 
–  ftp (21); ssh (22); telnet (23); smtp (25); 

finger (79); http (80) 
– assigned by Internet Assigned Numbers 

Authority (www.iana.org/numbers.html) 



Two Common Socket Types 

•  Datagram sockets transfer messages 
of variable size in either direction.  
Supported in Internet domain by UDP 
protocol. 

•  Stream sockets provide reliable, 
duplex, sequenced data streams.  
Supported in Internet domain by the 
TCP protocol. 



TCP Socket Operation 

EchoServer EchoClient 

host = ‘ ‘ 
port = 50000 
backlog = 1 # max number of queued connections 
size = 1024 # max amount of data to be received 
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
s.bind(host,port) 
s.listen(backlog) 
while 1: 

client, address = s.accept() host = ‘localhost’ 
port = 50000 
size = 1024 # max amount of data to be received 
s = socket.socket(socket.AF_INET, socket.SOCK_STREAM) 
s.connect(host,port) 
s.send('Hello, world') 

s.close() client.close() 

 (waits for next request) 

if data: 
        client.send(data) 
data = client.recv(size) 
 data = s.recv(size) 

print 'Received:', data 



HTTP Request Message Format 

Request line <method><resource identifier><HTTP version><CRLF> 

[<Header>:<value>] <CRLF> 

… 

[<Header>:<value>] <CRLF> 

<CRLF> 

[Message body] 

Request header 

Entity body 

Note:  
•  <CRLF> = carriage-return-line-feed = “\r\n” in Python 
•  optional fields in [] 

General header 

Entity header 

Blank line 

§  HTTP specification (RFC 2616): http://
www.ietf.org/rfc/rfc2616.txt 



HTTP Request: Example 

Request line GET /index.html HTTP/1.1\r\n 

Host: www.ischool.berkeley.edu\r\n 

\r\n Blank line 

Request header 

•  To request http://
www.ischool.berkeley.edu/index.html 



•  Internet and Web are not synonymous 

•  Internet is a global communication network 
connecting millions of computers. 

•  World Wide Web (WWW) is one application on 
the Internet, along with e-mail, chat, etc.  

Internet vs. WWW 



How Does the WWW Work? 

•  How do you access the INFO 206 
course web pages? 

•  This computer is connected to the 
Internet and runs a program called 
Apache.  This allows the computer 
to act as a web server.  

•  The files are placed in a directory on a 
computer on the local network at the 
ischool.  

 

Web server 



How Does the WWW Work? 
•  How does your computer access the INFO 

206 web page? 
•  In order to use the WWW, Oski’s 

computer must connect to another 
machine acting as a web server (via his 
ISP). 

•  This machine is connected to other 
computers, some of which are routers. 

 

•  Routers figure out how to move 
information from one part of the network 
to another. 

•  There are many different possible routes. 

 

iSchool 
Network 



How Does the WWW Work? 

•  How does your machine and the routers 
know how to find the right server? 

•  First, the url has to be translated into a 
number known as an IP address. 

•  Domain Names Server (DNS) knows how to 
do the translation. 

 

DNS server 



Slide adapted from CIW foundations 

Typical Domain Name 

www.xyz.com 

Server (host) 
name 

Registered 
company 

domain name 

Domain 
category  
(top-level 
domain) 

Domain names are part of URLs, used in web pages. 



Slide adapted from CIW foundations 

Domain Name Syntax 

•  Domain names are read right to left, from 
general to more specific locations 

•  For example, www.xyz.com can be interpreted 
as follows: 

•  com — commercial site top-level domain 
•  xyz — registered company domain name 
•  www — host name (it is a convention to name web 

server hosts “www” which stands for “world wide web”) 



Slide adapted from CIW foundations 

Top-Level Domains 

•  com, biz, cc — commercial or company sites 
•  edu — educational institutions, typically universities 
•  org — organizations; originally meant for clubs, 

associations and nonprofit groups 
•  mil — U.S. military  
•  gov — U.S. civilian government 
•  net — network sites, including ISPs 
•  int — international organizations (rarely used) 
 
Many other top level domains are available 



Slide adapted from CIW foundations 

Converting Domain Names 

•  Domain names are for humans to read. 
•  The Internet actually uses numbers called IP 

addresses to describe network addresses. 
•  The Domain Name System (DNS) – resolves IP 

addresses into easily recognizable names 
•  For example: 

–  12.42.192.73 = www.xyz.com 
•  A domain name and its IP address refer to the 

same server. 



Internet Addresses  
•  The internet is a network on which each computer must 

have a unique address. 
•  The Internet uses IP addresses; for example, 

www.ischool.berkeley.edu IP address is 128.32.78.11 
•  Internet Protocol version 4 (IPv4) – supports 32-bit 

dotted quad IP address format 
–  Four sets of numbers, each set ranging from 0 to 255 
–  UC Berkeley’s LAN addresses range from                           

128.32.0.0 to 128.32.255.255 
•  Using this setup, there are approximately 4 billion 

possible unique IP addresses 
•  Router software knows how to use the IP addresses to 

find the target computer. 



Slide adapted from CIW foundations 

How the Internet Works 
•  Network Protocols: 

–  Protocol – an agreed-upon format for 
transmitting data between two 
devices 
•  Like a secret handshake 

–  The Internet protocol is TCP/IP 
–  The WWW protocol is HTTP 

•  Network Packets: 
n  Typically a message is broken up into smaller pieces and 

re-assembled at the receiving end. 
n  These pieces of information, surrounded by address 

information are called packets 



How Does the WWW Work? 

•  What happens now that the request for 
information from your browser has been 
received by the web server at 
www.ischool.berkeley.edu? 

•  The web server processes the url to figure 
out which page on the server is 
requested. 

•  It then sends all the information from that 
page back to the requesting address. 

 

iSchool 
Network 



Reading a URL 

http://courses.ischool.berkeley.edu/i206/s12/index.html 
 

http://  = HyperText Transfer Protocol 
 courses   = service name (often is www) 
.ischool  = host name 
.berkeley  = primary domain name  
.edu/   = top level domain 
i206/   = directory name 
s12/   = directory name 
index.html   = file name of web page 



How Does the WWW Work? 

•  When you typed in the url for the i206 
home page, this was turned into an HTTP 
request and routed to the ischool web 
server. 

•  The web server then decomposed the url 
and figured out which web page in its 
directories was being asked for.   

•  The server then sends the HTML contents 
of the page back to Oski’s IP address. 

 

iSchool 
Network 

•  Oski’s browser receives these HTML contents 
and renders the page in graphical form. 

•  If you click on a hyperlink in that page, a 
similar sequence of events occurs. 

  



HTTP 

•  HTTP is the protocol used by the WWW 
•  When a user clicks on a hyperlink in their web 

browser, this sends an HTTP command to the 
Web server named in the URL 

•  This command usually is to “GET” the contents 
of the web page and return them to the user’s 
browser. 

•  It is a very simple protocol 
–  It relies on the TCP/IP functionality 



HTTP Request: Example 

Request line GET  i141/s07/index.html HTTP/1.1<CRLF> 

Host: courses.ischool.berkeley.edu <CRLF> 

<CRLF> Blank line 

Request header 

This information is received by the web server at 
www.ischool.berkeley.edu : 

Because HTTP is built on TCP/IP, the web server 
knows which IP address to send the contents of 
the web page back to. 



HTML 

•  HyperText Markup Language 
–  Uses <tags> which mark up the text and tell 

the browser how to display the content. 
–  A backslash tag means the end of the command 

but is sometimes optional 
•  Examples 

–  This is <b> boldface text </b>. 
–  <p> indicates a paragraph break 
–  <h1> This is a large heading </h1> 
–  <h3> This is a smaller heading </h3> 



HTML Hyperlinks 

•  Hyperlink is the most important: 
<a href=http://www.berkeley.edu/map/maps/BC23.html> 100 

Genetics & Plant Biology Bldg </a> 
 
–  The green part is called anchor text 

•  It’s the text you see on the link 
–  The pink part is the url that the link will take you to if you 

click on it.  The http:// at the front indicates the http (Web) 
protocol. 

–  The <a href= …> … </a> is the command that indicates the 
enclosed information is a hyperlink, and the that text 
between the tags is the anchor text. 

•  A hyperlink can be clicked on by a person OR followed by 
a computer program. 



Next Step 

•  Distributed systems 
–  Requirements and architectures 

•  Inter-process communications 
–  Socket API and network programming 

•  Networking and Internetworking 
–  Architecture and design 
–  Protocols and standards 


